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Abstract—Implementing efficient machine learning (ML) is
extremely difficult for Internet of Things (IoT) devices with
limited computational power, memory, and energy resources.
We introduce TinyQL, a quantum machine learning framework
for Internet of Things (IoT) devices with limited resources. The
framework tackles three main issues: dimensionality reduction
using variational quantum circuits while maintaining anomaly
detection capabilities; model compression using entropy-based
structured pruning and parameter quantization; and effective
encoding of classical network traffic data into quantum states
using amplitude embedding. TinyQL can be deployed on devices
with limited quantum simulation capabilities by combining a
quantum autoencoder with traditional optimization approaches.
The CICIDS 2017 intrusion detection dataset is used to assess
the framework, and it is contrasted with traditional autoencoder
methods. According to experimental data, TinyQL requires sub-
stantially fewer parameters and has a smaller memory footprint
than classical approaches without degradation of detection accu-
racy. Deployment on resource-constrained IoT devices is made
possible by the optimized models’ 98.08% detection accuracy and
up to 93.75% memory savings when compared to the original
quantum model. An entropy-based pruning strategy tailored for
quantum circuits, a novel quantum autoencoder architecture
optimized for IoT constraints, a thorough evaluation framework
contrasting quantum and classical approaches for IoT anomaly
detection, and useful recommendations for implementing quan-
tum machine learning models on edge devices are among the
contributions.

Index Terms—Quantum Machine Learning, Resource-
constrained Devices, Quantum Hilbert Space

I. INTRODUCTION

The expansion of Internet of Things (IoT) devices has posed
unprecedented security issues due to their inherent resource
restrictions and expanding attack surfaces. With billions of
IoT devices deployed in critical infrastructure, healthcare,
and smart city applications, reliable anomaly detection at
the network edge has become essential. Traditional machine
learning methods for intrusion detection face significant de-
ployment challenges on IoT devices, which typically operate
with severe limitations in processing power (often microcon-
trollers with MHz-range CPUs), memory (typically KB-range
RAM), energy (battery-powered with infrequent recharging),
and network bandwidth.

Conventional intrusion detection systems (IDS) methods
rely on computationally complex techniques, such as deep
neural networks, support vector machines, or ensemble ap-
proaches, which require significant processing power and
memory resources.While these approaches achieve high accu-
racy in traditional computing environments, their implementa-
tion on IoT devices requires either (1) offloading computation
to cloud services, introducing latency and privacy concerns, or
(2) aggressive model compression, which frequently results in
significant accuracy degradation [1].

Recent TinyML improvements have demonstrated the prac-
ticality of deploying compressed neural networks on micro-
controllers [2], but these systems continue to face fundamental
trade-offs between model complexity and detection accuracy.
Furthermore, the exponential expansion of IoT network traf-
fic—projected to surpass 79 zettabytes by 2025 [3]—requires
more advanced pattern detection capabilities that standard
compressed models fail to deliver under severe resource lim-
itations.

Quantum machine learning (QML) offers a potentially dis-
ruptive solution to these difficulties by leveraging quantum
computing principles to enhance pattern recognition skills
while requiring fewer conventional resources [4]. According
to theoretical research, quantum algorithms may give expo-
nential speedups for particular computing workloads, such as
pattern matching and optimization issues related to anomaly
detection [5].

However, current QML research is primarily focused on
fault-tolerant quantum computers, which are generally not
available for practical IoT applications. The primary research
gap is in developing QML approaches that can operate ef-
fectively on: (1) classical quantum simulators running on
resource-constrained devices, (2) near-term quantum hardware
with limited coherence times and high error rates (NISQ era),
and (3) hybrid quantum-classical architectures that balance
quantum advantages with classical processing efficiency.

Implementing quantum machine learning for IoT anomaly
detection has numerous technological challenges:

• Quantum State Encoding: This encoding entails effi-
ciently translating classical network traffic characteristics



into quantum states while reducing qubit overhead and
retaining essential information content.

• Circuit optimization: It is the process of designing
variational quantum circuits that can perform significant
dimensionality reduction and pattern recognition while
adhering to the limits of present quantum hardware and
simulators.

• Resource Management: Developing compression ap-
proaches that are especially tailored for quantum char-
acteristics and circuit architectures in order to fulfill IoT
memory and computational constraints.

• Hybrid Architecture Design: Developing efficient inter-
faces between quantum processing components and con-
ventional optimization methods for use on edge devices.

This study solves these problems using TinyQL, a quantum
machine learning system created exclusively for detecting
anomalies on resource-constrained IoT devices. Our technique
provides the following contributions:

• Novel Quantum Autoencoder Architecture: We design a
variational quantum circuit that performs dimensionality
reduction on classical network data through amplitude
embedding and parameterized quantum gates, optimized
for limited qubit resources. Entropy-Based Quantum
Pruning: We develop a structured pruning methodology
that uses Shannon quantum entropy to identify and
eliminate redundant quantum circuit parameters while
preserving model expressiveness.

• Hybrid Optimization Strategy: We present a quantum-
classical training approach that combines variational
quantum circuits with classical gradient-based optimiza-
tion, allowing for efficient parameter updates within the
constraints of IoT computational resources.

• Resource Optimization Framework: We implement pa-
rameter quantization techniques adapted for quantum cir-
cuit parameters, achieving significant memory reduction
while maintaining detection accuracy.

• Comprehensive Evaluation: We conduct a thorough ex-
perimental examination of TinyQL versus traditional
autoencoder techniques across various resource-limited
scenarios.

• Resource-Accuracy Trade-off: To give realistic deploy-
ment guidance, we conduct a systematic evaluation of
the interactions between qubit count, parameter accuracy,
model size, and detection performance. All the code, its
implementation, and evaluation results can be reproduced
with our source code available on GitHub [6].

Section II discusses related work in quantum machine learning
and Internet of Things security. Section III covers the technical
aspects of our quantum autoencoder architecture, such as
encoding techniques, circuit design, and optimization method-
ologies. Section IV details our experimental technique and
provides extensive assessment findings that contrast TinyQL
with traditional methodologies. Finally, Section V concludes
the work by discussing its shortcomings, consequences, and
future research prospects.

II. RELATED WORK

This section provides a comprehensive survey of related
work in three key areas: anomaly detection for IoT networks,
quantum machine learning approaches, and resource optimiza-
tion techniques for edge computing. We systematically analyze
existing approaches to identify research gaps and position
TinyQL’s contributions within the current landscape.

A. IoT Network Anomaly Detection

Traditional anomaly detection systems for IoT networks
primarily employ classical machine learning techniques,
each with distinct advantages and limitations for resource-
constrained environments.

Early approaches focused on statistical anomaly detection
using baseline behavior modeling. Feng et al. [7] introduced
a lightweight statistical framework using Gaussian mixture
models for IoT traffic analysis, achieving 84% detection ac-
curacy with minimal computational overhead. However, their
approach struggles with high-dimensional feature spaces and
complex attack patterns. Ahmed et al. [8] developed ARIMA-
based time-series analysis for IoT anomaly detection, demon-
strating effectiveness for periodic traffic patterns but limited
capability for detecting sophisticated attacks that mimic nor-
mal behavior.

Several studies have explored supervised learning for IoT
intrusion detection. Hasan et al. [9] conducted comprehensive
evaluations of Support Vector Machines (SVMs) and Random
Forests, achieving detection rates up to 93% on benchmark
datasets. However, their deployment required significant com-
putational resources, necessitating edge gateway processing
rather than endpoint device implementation [10], [11]. Meidan
et al. [12] developed device-specific anomaly detection using
ensemble methods; however, their approach requires extensive
training data collection for each device type, which limits
scalability across heterogeneous IoT environments.

Deep learning methods have shown promising results but
face sigchallenges in deploymenthallenges on IoT devices.
Chen et al. [13] proposed lightweight convolutional neural
networks for IoT intrusion detection, achieving 95% accuracy
through aggressive model compression. However, their com-
pressed models still required several megabytes of memory,
exceeding typical IoT device capabilities. Lopez-Martin et
al. [14] investigated recurrent neural networks for sequential
anomaly detection, demonstrating effectiveness for temporal
attack patterns but with substantial training complexity that
prohibits edge deployment.

Unsupervised approaches address the challenge of limited
labeled data in IoT environments. Diro and Chilamkurti [15]
examined clustering-based methods, including k-means and
DBSCAN, achieving 87% accuracy in detecting novel attack
patterns. Their approach highlighted the trade-off between
detection capability and memory requirements, with DBSCAN
requiring substantial storage for density computations. Wang
et al. [16] developed semi-supervised autoencoders for IoT
anomaly detection, achieving 91% detection rates through self-
supervised learning on unlabeled traffic data.



Recent research has focused on adapting machine learning
models for IoT resource constraints. Kumar et al. [17] demon-
strated that decision trees and k-nearest neighbors can operate
on devices with 256KB RAM while maintaining accept-
able accuracy for classification tasks. Their work established
important baseline requirements for IoT-deployable machine
learning. Banbury et al. [18] advanced TinyML techniques
enabling neural network execution on microcontrollers with
milliwatt power consumption, connecting traditional ML with
deep learning for IoT applications.

Specialized frameworks have emerged to support IoT ma-
chine learning deployment. TensorFlow Lite for Microcon-
trollers, ARM’s CMSIS-NN, and offer optimized implemen-
tations that considers considering IoT hardware constraints.
Abdelfattah et al. [19] conducted a comparative analysis,
showing that these frameworks achieved up to 10× energy
efficiency improvements over non-optimized implementations
for classical ML models on IoT platforms.

B. Quantum Machine Learning for Cybersecurity

Quantum machine learning has emerged as a potentially
transformative approach for computationally demanding prob-
lems. Biamonte et al. [20] provided a foundational analysis of
quantum advantages for machine learning, identifying specific
problem classes where quantum approaches could achieve
exponential speedups. Schuld and Petruccione [21] established
theoretical frameworks for supervised learning with quantum
computers, demonstrating potential advantages for pattern
recognition tasks relevant to cybersecurity applications.

Lloyd et al. [22] introduced quantum embedding techniques
for encoding classical data into quantum Hilbert spaces, en-
abling quantum algorithms to operate on classical datasets.
Their work established the theoretical basis for amplitude
embedding and other encoding strategies used in quantum ma-
chine learning. Havlı́ček et al. [23] demonstrated that quantum
feature maps can achieve exponential expressivity advantages
over classical kernels for certain data distributions. Farhi et
al. [24] developed the Quantum Approximate Optimization
Algorithm (QAOA), showing potential for combinatorial opti-
mization problems relevant to feature selection and network
analysis. McClean et al. [25] introduced variational quan-
tum eigensolvers, providing frameworks for quantum neural
network training that form the basis for quantum autoen-
coders. No existing techniques for quantum circuit compres-
sion specifically targeting IoT deployment constraints. TinyQL
Contribution: Our entropy-based structured pruning represents
the first quantum-specific compression technique for resource-
constrained environments.

III. TECHNICAL DETAILS OF THE MODEL

This section describes the technical aspects of TinyQL, our
quantum machine learning system for detecting anomalies
on resource-constrained IoT devices. We first provide the
mathematical groundwork for our quantum autoencoder, then
present the optimization techniques for resource-constrained
deployment.

A. System Architecture Overview
TinyQL utilizes a three-layer hybrid quantum-classical ar-

chitecture that is intended to achieve a balance between the
efficacy of classical processing and the advantages of quan-
tum computing. The comprehensive framework is depicted in
Fig. 1. The classical network traffic features are encoded into
quantum states using amplitude embedding, which maps fea-
ture vectors into the quantum Hilbert space. This is known as
Layer 1 (Quantum Encoding). Layer 2 (Variational Quantum
Circuit) is a parameterized quantum autoencoder that reduces
dimensionality by compressing and reconstructing quantum
states. Finally, layer 3 (Optimization and Compression) rep-
resents Classical optimization algorithms that are used to
train the quantum parameters, while structured pruning and
quantization are employed to reduce the resource requirements
for IoT deployment.

Fig. 1. TinyQL Framework

B. Problem Formulation
Let x ∈ Rd be a classical data set vector with d features.

Our goal is to create a quantum autoencoder that maps:
f : Rd → Rd such as for normal data, ∥ x − f(x) ∥2≤ τ
where τ is a small reconstruction error, and for abnormal
data, ∥ x − f(x) ∥2≥ τ . To convert classical data into
quantum states, we employ amplitude embedding. We first
normalize the feature vector x = [x1, x2, . . . , xd]

T to unit
length vector: x̃ = x

∥x∥2
If d < 2n where n is the

number of qubits, x̃ will be padded with zeros so that it can
be the same length as 2n. Then the quantum state encoding

becomes: |ψ(x)⟩ =
2n−1∑
i=0

x̃i|i⟩ Where |i⟩ are computational

basis states. In this encoding method, n = ⌈log2((d)⌉ qubits
are needed to encode (d) features. The quantum autoencoder
architecture we use in TinyQL consists of an encoder UE(θE)
and a decoder UD(θD), which represent the implementation of
our parameterized quantum circuits. Here, we have: UE(θE) :

H2n → H2k and UD(θD) : H2k → H2n where k < n, is the
dimension of the compressed latent space, θE and θD, are
the trainable parameters. The encoder circuit uses a sequence
of parameterized rotations and entanglement gates as follows:

UE(θE) =

L∏
i=1

U
(l)
entU

(l)
rot(θ

(l)
E ) Where L is the depth of the

quantum circuit, U(l)
rot has single qubit rotation gates such that:



U
(l)
rot(θ

(l)
E ) =

n⊗
1

R†(θ
(l)
E,i)R‡(ϕ

(l)
E,i) and U

(l)
ent is the entan-

glement operation that uses CNOT gates in a circular pattern
as in the equation below:

U
(l)
ent =

L∏
i=1

CNOT (i, (i+ 1) mod n)

The latent space is obtained by computing the trace of the
auxiliary qubits as follows:
ρlatent = Traux(|ψE⟩⟨ψE |) such that |ψE⟩ =

UE(θE)ψ(x⟩).
From the latent space representation ρlatent, the decoder

circuit is obtained from the reconstruction of the original state.
This is done as follows:
|ψrec⟩ = UD(θD)

⊗
Iaux(

√
ρlatent

⊗
|0⟩

⊗
(n−k))

To train the model, we minimize the quantum fidelity based
on the reconstruction loss. The loss function is therefore
defined as:

L(θE , θD) = 1− 1
N

N∑
1

F (|ψ(xi)⟩, |ψi
rec⟩)

where F (ρ, σ) = Tr(
√√

ρ(σ)
√
ρ) is defined as the quan-

tum fidelity between states, and N is the number of data
training samples. For practicability in our implementation, we
chose to use the overlap fidelity, which we defined as:
F (|ψ⟩, |ϕ⟩) = |⟨ψ|, |ϕ⟩|2
We optimize the parameters using the parameter-shift rule

gradient descent defined as:
∂L
∂θj

= 1
2 [L(θj + π/2)− L(θj − π/2)]

C. TinyQL Optimization Framework

To simulate the implementation, TinyQL employs two
complementary optimization strategies: parameter quantization
and entropy-based structured pruning, in order to facilitate
deployment on resource-constrained IoT devices.

We implement a quantum-specific pruning method that em-
ploys Shannon entropy of quantum states to identify redundant
parameters, which works as follows: For each parameter θj , we
compute the entropy contribution as: Sj = −Tr(ρj log2 ρj)

where ρj is the density matrix of the quantum state after
applying parameter θj . Parameters with entropy below the
threshold τS are automatically removed. We iteratively remove
these parameters and retrain the remaining parameters to
maintain model performance.

Classical quantum circuit parameters are commonly repre-
sented in 32- or 64-bit floating-point format, which requires
greater computational complexity and higher memory usage.
We minimize memory requirements via uniform quantization.
For instance, for parameter tensor θ(j) in layer j, we have:

S(j) = θjmax − θ
j
min

2B − 1
(1)

where B is the target bit-width (e.g., 4, 8, or 16 bits) depending
on the targeted IoT device platform, and θjmin is the zero-point.
Each parameter is quantized as:

θ̃i = round(
θi − θjmin

S(j)
)· S(j) + θ

(j)
min

(2)

Our implementation of TinyQL utilizes quantum entropy-
based pruning and bit quantization, enhancing quantum cir-
cuits through the iterative integration of these two methodolo-
gies. Initially, it assesses the significance of each parameter by
computing density matrices from quantum states, computing
quantum entropy of density matrices, and juxtaposing them
with a threshold τS ; Entropy values deemed insignificant (be-
low the threshold) lead to the elimination of the corresponding
parameters from the circuit.

Subsequently, it implements quantization by adjusting the
remaining parameters to a diminished bit precision level B,
utilizing a computed scale factor derived from the parameter
range using equations (1) and (2).

This scaling adjusts each parameter value to conform to the
designated bit level, hence minimizing memory requirements.
The approach iteratively enhances the quantum circuit with
N layers, yielding a more efficient version (U ′(θ)) with
reduced parameters and lower precision demands while pre-
serving satisfactory performance attributes. The outcome is an
optimized quantum model (TinyQL) that necessitates fewer
computer resources, akin to the compression of conventional
neural networks for implementation on devices with limited
resources. This process is depicted in Algorithm 1.

Parameter pruning utilizes information-theoretic metrics to
assess the significance of each parameter based on its impact
on the model’s expressiveness. The algorithm methodically
evaluates the influence of each parameter on quantum state
transformation and carefully eliminates those with negligible
effect on quantum information flow. This process generally
decreases the parameter count by 50% while maintaining the
model’s representational capability.

Parameter quantization enhances pruning by fulfilling the
precision demands of quantum circuit parameters. The con-
ventional 64-bit floating-point notation (utilizing 8 bytes per
parameter) is unnecessary for several quantum applications, as
increased accuracy does not improve performance due to the
inherent noise in quantum technology. For instance, quantizing
parameters to 8-bit precision (1 byte) confines each parame-
ter to one of 256 discrete values within a specified range.
This discretization produces a model that is more compatible
with hardware, necessitating considerably less memory and
exhibiting greater resilience to specific kinds of noise. This
procedure also entails transforming the continuous parameter
space into a discrete grid by rounding each parameter to the
nearest quantized value.

The integration of TinyQL into the visualization code de-
livers significant efficiency gains. The memory footprint is
reduced by approximately 93.75% (50% from pruning and
43.75% from bit-precision reduction), resulting in a model
size of merely hundreds of bytes for moderate qubit counts.
This improvement facilitates deployment on resource-limited
quantum processors or simulators.



Algorithm 1: TinyQL Optimization Framework
Require: Quantum circuit U(θ), training data D, entropy

threshold τS , bit-width B
Ensure: Optimized circuit U ′(θ′), compressed parameters θ′

{Phase 1: Initial Training}
1: θ ← RANDOMINIT([0, 2π])
2: for e = 1 to Emax do
3: for B ⊂ D do
4: L ← COMPUTELOSS(θ,B)
5: θ ← PARAMETERSHIFT(θ,L)
6: end for
7: end for
{Phase 2: Entropy-Based Pruning}

8: P ← ∅ {Pruning set}
9: for j = 1 to |θ| do

10: ρj ← COMPUTEQUANTUMSTATE(θj)
11: Sj ← −Tr(ρj log2 ρj)
12: if Sj < τS then
13: P ← P ∪ {j}
14: end if
15: end for
16: θ ← REMOVEPARAMETERS(θ,P)
17: FINETUNE(θ, 0.1 · Emax)
{Phase 3: Parameter Quantization}

18: for layer ℓ = 1 to L do
19: S(ℓ) ← θ(ℓ)

max−θ
(ℓ)
min

2B−1

20: θ(ℓ) ← QUANTIZE(θ(ℓ), S(ℓ))
21: end for
{Phase 4: Validation}

22: acc← EVALUATE(θ,Dval)
23: if (accbaseline − acc) > 0.05 then
24: τS ← 0.9× τS
25: goto Phase 2
26: end if
27: return U ′(θ′), θ′

IV. EVALUATION

We evaluate the effectiveness and efficiency of our Quan-
tum Autoencoder-based anomaly detection system using the
Canadian Institute of Cybersecurity (CIC) dataset, which
covers various network attack scenarios, including DDoS,
botnet, brute-force, and port-scanning attacks. Our assess-
ment concentrates on several critical performance parameters,
encompassing training duration, inference duration, memory
consumption during training and inference, and classification
accuracy. We provide the evaluation of the findings of our
model in light of the following research questions:

RQ1: What is the efficacy of TinyQL, our Quantum Autoen-
coder (QAE), in identifying network anomalies in comparison
to traditional autoencoders? [Section IV-A]

RQ2: What is the effect of the number of qubits on
the Quantum Anomaly Estimator (QAE) on the accuracy
of anomaly detection, as well as on training and inference

durations? [Section IV-B]
RQ3: What are the memory requirements for training and

inference in various QAE settings, and how do they compare
to classical models? [Section IV-C]

RQ4: Can structured pruning diminish quantum circuit
complexity efficiently while preserving elevated anomaly de-
tection accuracy? [Section IV-D]

RQ5: What is the trade-off between accuracy and resource
conservation in the diminished quantum models for IoT de-
vices? [Section IV-E]

RQ6: What are TinyQL’s other performance metrics, such
as Precision, Recall, F1-score, and ROC-AUC, compared to
the literature ?[Section IV-F]

A. The Efficacy of TinyQL in Identifying Network Anomalies
(RQ1, RQ2)

To assess the effectiveness of TinyQL, we developed a
Quantum Autoencoder (QAE) Model and tuned it through
pruning and Quantization. We then evaluate TinyQL against
other classical and our original quantum autoencoder models.

(a) (b)

Fig. 2. TinyQL Model Bit-Level Accuracies During Training and Validation
Per Qubit.

Fig. 2 shows that both our quantum model and TinyQL,
the IoT variant of the quantum model, demonstrate effective
learning with consistent enhancement and steady validation
performance as shown in Fig 2(a) and Fig 2(b).

B. Effect of Qubits Utilization on Our Quantum Model and
TinyQL

(a) (b)

Fig. 3. (a) Memory Usage for TinyQL Models and (b) Original Quantum
Model During Training and Validation Using 7-Qubits.

The number of qubits in a Quantum Anomaly detection
model can profoundly influence the precision of the system,
as well as the duration of training and inference. A greater
number of qubits enables the quantum model to encode and
discern intricate patterns within the dataset, thereby enhancing
the differentiation between normal and anomalous data in
the Hilbert space and improving the accuracy of anomaly
detection.



Fig. 4. Accuracy of the Original Quantum Model and TinyQL Models with
6-Qubits.

However, in cases where the dataset is small or has fewer
features, augmenting the number of qubits above a specific
threshold may result in overfitting. This scenario leads to
inadequate generalization, resulting in elevated accuracy dur-
ing training but diminished performance on novel data. This
approach is shown in Fig. 4 and Fig. 5 of the TinyQL models
implementations using Amplitude encoding with 6-qubits and
7-qubits, respectively, on the dataset.

Fig. 5. Accuracy of the Original Quantum Model and TinyQL Models with
7-Qubits.

From Figures 6 and 5, we see the TinyQL accuracy. This
accuracy is particularly combined with our TinyQL model
speed as shown in (Fig. 6), memory efficiency (Fig. 7) for
IoT or edge devices.

C. Memory Requirements for Training and Inference Time for
TinyQL

Fig. 6. Training Time Comparison per Qubits

The memory utilization of QML models depends on cir-
cuit simulation, qubit quantity, parameter optimization, and
dataset magnitude. For instance, with N qubits, the numerical
representation of a quantum state necessitates 2N complex
amplitudes, which increase exponentially with the number of
qubits. Second, more complex circuits necessitate increased
memory for the retention of intermediate states. Gradient-
based training, such as the parameter-shift rule, requires nu-
merous circuit evaluations, thereby increasing memory over-
head. Finally, Efficient parameter encoding and distributed
computing can substantially reduce memory overhead.

TABLE I illustrates this association distinctly. Nonetheless,
memory limitations are reduced in actual quantum technology
as quantum states are not explicitly retained [26], [27]. Fig 7,
and Fig 6 show the accuracies, training time, and memory
usage per qubit of the original quantum model compared to
TinyQL.

TABLE I
TIME, ACCURACY, AND MEMORY USAGE COMPARISON BETWEEN

DIFFERENT TINYQL MODELS PER QUBIT (8-BIT QUATIZATION)

Number of Qubits Classical Memory Usage Accuracy (%) Trainig Time(s)
5 2 ∗ 25 ≈ 0.064KB 87.7 87.6313
6 2 ∗ 26 ≈ 0.128KB 97.80 314.6332
7 2 ∗ 27 ≈ 0.256KB 98.06 425.8099

D. Quantum Pruning and TinyQL Model Expressivity
Our primary objective is to utilize a Quantum Autoencoder

(QAE) to compress quantum states into a reduced-dimensional
representation while preserving critical information. The prun-
ing procedure we used involves reducing parameters in the
model to enhance efficiency while preserving TinyQL’s per-
formance. This was essential for finding and eliminating
redundant quantum properties in the process.

(a) (b)

Fig. 7. (a) Memory Usage for TinyQL Models and (b) Original Quantum
Model During Training and Validation Using 6-Qubits.

As described in section III, we efficiently reduced recurrent
parameters of the created Parameterized Quantum Circuit.
This method is very advantageous in quantum compression,
quantum anomaly detection, and hybrid quantum-classical
systems. Utilizing 5, 6, and 7 qubits in our quantum models
resulted in variations in memory consumption, training speed,
and precision attributable to the heightened complexity of the
quantum circuits.

E. Trade-off Between TinyQL Accuracy and Resource Conser-
vation for IoT Devices

The balance between precision and preservation of resources
in reduced quantum models for IoT devices centers on bal-
ancing performance and efficiency. Therefore, higher qubit



models necessitate increased RAM and GPU memory, hence
elevating training costs. This is shown in TABLE I, as well as
in Figures 6, 7, and 3.

In 5-Qubit, 6-Qubit, and 7-Qubit Models, we can see that
higher-bit models preserve or marginally enhance accuracy,
indicating that aggressive quantization does not detrimentally
affect performance; 8-bit models offer the optimal balance
between accuracy retention and parameter reduction(42-53%)
Fig. 8, while 4-bit models attain significant compression
(merely 16 unique values), yet maintain high accuracy, ren-
dering them suitable for resource-constrained settings. 6-bit
models exhibit erratic parameter reduction, rendering them less
efficient than anticipated.

Fig. 8 clearly illustrates the trade-offs of qubit count, bit
width, and parameter reduction in a quantum system. The
analysis pertains to a ”TinyQL” quantum system, illustrat-
ing the impact of various quantization methods on model
efficiency. The 8-bit TinyQL consistently demonstrates the
greatest parameter reduction across all qubit counts. Our
TinyQL model using 4-bit setups exhibits no reduction in
parameters.

Fig. 8. Parameter Reduction based on TinyQL Levels

Fig. 9. TinyQL Model Bit-Level Accuracies During Training and Validation
Per Qubit.

Implementing different aspects of TinyQL with various
numbers of qubits and optimization levels shows the accu-
racy of TinyQL across various bit-width and qubit settings
after training Fig. 9. Eight such configurations are presented,
integrating 4-bit or 8-bit precision with 5, 6, or 7 qubits.
The y-axis scale commences at 90% accuracy, emphasizing
the distinctions among setups within the high-performance
spectrum. The data indicate that models with a greater number
of qubits (6 and 7) consistently achieve superior training
accuracy compared to those with fewer qubits (4 and 5),
regardless of bit width. The 4-bit and 8-bit versions exhibit
comparable performance with the same qubit count, indicating
that diminished bit precision does not substantially impair
training efficacy. All configurations exhibit an upward tra-
jectory as training progresses, with the 7-qubit configurations
achieving the highest ultimate accuracy (approximately 98%).

F. TinyQL vs. State-of-the-Art

Fig. 10. TinyQL 6-qubit Comparison with the state-of-art.

We evaluated the performance of TinyQL using two dif-
ferent architectures (6-qubits and 7-qubits). The exhaustive
evaluation illustrates the practicality of TinyQL as a quantum
machine learning solution for resource-constrained devices.
Therefore, it is a viable alternative to classical approaches
for resource-constrained IoT security applications due to its
combination of efficient resource utilization, competitive ac-
curacy, and precision. The figures Fig. 10 and Fig. 11 show
the performance of TinyQL compared to the state-of-the-art
in the literature.



Fig. 11. TinyQL 7-qubit Comparison with the state-of-art.

V. CONCLUSION

This research introduced TinyQL and explored the signif-
icance of a quantum autoencoder for network anomaly de-
tection tailored for resource-limited IoT devices. Our solution
enhances detection rates and minimizes computational costs by
utilizing quantum computing principles. Subsequent endeavors
will concentrate on: Additional optimization for particular
IoT hardware platforms, investigation of quantum transfer
learning to enhance adaptation, advancement of quantum-
resistant anomaly detection for post-quantum security, and
incorporation with current IoT security frameworks. Our find-
ings indicate that quantum computing methodologies possess
considerable potential for tackling the distinct security con-
cerns inherent in resource-constrained IoT contexts.
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