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Abstract—In an era dominated by the Internet of Things
(IoT), security and privacy remain paramount concerns.
However, implementing robust cryptographic protocols
on resource-constrained IoT devices presents significant
challenges. This study introduces a novel approach that
leverages quantum computing to generate post-quantum
cryptographic keys securely. We evaluated the feasibility
of using a third-party quantum computer to generate
cryptographic keys for IoT devices, ensuring strong se-
curity without overburdening device resources. Using the
unique advantages of quantum computing, our solution
mitigates the threats posed by quantum attacks on clas-
sical cryptographic systems. We validate our approach
using CRYSTALS-Kyber and McEliece Key Encapsulation
Mechanisms (KEMs). To the best of our knowledge, this
method has not been previously implemented. Our findings
suggest promising avenues for future research in integrat-
ing quantum computing for secure IoT communications.

Index Terms—Post-quantum Cryptography, Internet of
Things, Quantum Computing, Key Generation.

I. INTRODUCTION

The Internet of Things (IoT) has revolutionized inter-
actions with our environment by enabling seamless con-
nectivity between physical and digital systems. Present
in smart homes, wearable devices, industrial sensors, and
self-driving cars, IoT technologies promise greater con-
venience, efficiency, and innovation. According to [1],
IoT devices introduce new applications and enhance the
efficiency of existing services. Moreover, IoT devices
have marked a revolutionary Internet evolution by con-
necting nearly all environmental objects to share data
for innovative services, enhancing our quality of life.

However, the proliferation of connected devices raises
significant security concerns, particularly regarding data
confidentiality, integrity, and availability in IoT net-
works [2[]. Furthermore, the specific need for each
device’s application, connection, and communication
capabilities has presented new hurdles to many IoT ap-
plications. Traditional cryptographic solutions introduce
computational overhead and energy usage [3]]; they also
present significant challenges for IoT security, where
power efficiency and scalability are crucial. Moreover,
the rapid development of quantum computers threatens
the long-term security of cryptographic systems like

RSA and ECC, making them vulnerable to quantum
attacks [4].

Research on post-quantum cryptography or quantum
key distribution aims to develop quantum-resistant tech-
niques, but due to limited computational resources in [oT
devices, implementing these schemes is challenging [5].
Novel quantum computing approaches are needed to
enhance IoT communication security.

Liang et al. in 2023 propose a Quantum Blockchain
of Things (QBoT) using quantum signatures to enhance
IoT system security, preventing quantum computing-
based attacks and ensuring secure communication [6].
Traditional encryption hardware, like hardware security
modules (HSM) and cryptographic co-processors, can
enhance security but is not recommended for IoT devices
due to high costs, power consumption, and process-
ing capacity. These costs can be high for resource-
constrained devices and mass-produced devices, espe-
cially in large-scale deployments [7]].

Two efficient and effective approaches to protect
systems against attacks from quantum computers are:

« Post-quantum cryptography(PQC) uses hard mathe-
matical problems such as lattice-based, code-based,
or hash-based problems to provide secure encryp-
tions. These cryptographic schemes protect against
attacks from both classical and quantum computers.

e Quantum Key Distribution Protocol is another ap-
proach that uses the properties of quantum me-
chanics and can also prevent attacks from quantum
computers.

In this paper, we use the BB84 quantum key dis-
tribution protocol, which allows one party, typically a
quantum computer, to securely create and distribute pub-
lic cryptographic keys to IoT devices using a quantum
channel. This setup is advantageous in IoT environ-
ments, reducing the burden on resource-constrained loT
platforms. IoT devices do not need to maintain a full
quantum communication channel [8]].

The paper is structured as follows: Section [[] pro-
vides an overview of security challenges for IoT against
quantum attacks and a literature review of post-quantum
cryptography, with a literature review covering quantum



computing and post-quantum cryptography research.
Section [[II| describes the proposed model, while Section
[[V]offers technical details about its implementation. Sec-
tion |V| presents a case study demonstrating the method’s
capabilities. Section evaluates the approach consid-
ering two reference post-quantum cryptographic tech-
niques: quantum-resistant code-based (McEliece) and
module learning with error (CRYSTALS Kyber) cryp-
tosystems. Finally, conclusions and avenues for future
research are discussed in Section [VIIl

II. BACKGROUND AND RELATED WORK

This section extensively reviews contemporary re-
search in quantum computing, post-quantum cryptogra-
phy, IoT security, and their intersection.

A. Current Research Landscape and Gaps

Despite significant advancements in quantum comput-
ing and post-quantum cryptography, there remains a gap
in the literature regarding the practical implementation
and integration of quantum-assisted cryptographic solu-
tions in IoT environments [2f] [3[] [4]] [S] [6] [9] [10].
Further research is needed to address scalability, effi-
ciency, and interoperability challenges in implementing
quantum-assisted cryptographic algorithms on resource-
constrained IoT devices [4] [11].

In 2023, Jiang et al. discuss the integration of quantum
cryptography with blockchain technology to improve
IoT system security. The authors propose a Quantum
Blockchain of Things (QBoT) using quantum signatures
to protect against quantum computing-based attacks and
ensure secure communication [6]].

B. Quantum Computing and Cryptography

Quantum computing represents a revolutionary
paradigm that harnesses superposition and entanglement
to solve complex computational problems at unparal-
leled speeds [[12]. Traditional computers, constrained by
processing speed and size, cannot meet certain demands,
making quantum computing a transformative force in
computation.

The authors in [13|] note that integrating quantum
cryptography into practical applications has garnered
attention from both industry and academia [14]. The
progress in quantum electronics has led to the develop-
ment of commercially available quantum devices and is
poised for broader adoption. Quantum Key Distribution
(QKD) is a key component of quantum cryptography,
which leverages quantum principles to generate and
distribute symmetric cryptographic keys between distant
entities.

Since 2016, post-quantum cryptography has gained
traction due to the looming threat of quantum com-
puters to classical encryption standards like RSA and
ECC [15]. Various post-quantum cryptographic prim-
itives, including lattice-based, code-based, and hash-
based algorithms, have emerged as promising options
for quantum-resistant encryption. [[16].

This paper introduces a method leveraging both quan-
tum key distribution (QKD) with quantum computing for
secure key generation to resource-limited IoT devices
and employing post-quantum cryptographic protocols
to address security and scalability challenges inherent
in traditional cryptography to protect IoT ecosystems
against future quantum threats. The proposed frame-
work undergoes a comprehensive examination, covering
theoretical foundations, practical aspects, and potential
applications.

There are two main fundamental protocols for
quantum key distribution: Charles Bennett and Gilles
Brassard in 1984 (BB84) and Artur Ekert in 1991
(E9D) [17] [18]]. E91, a quantum tunneling technique,
relies on entangled photon pairs and requires advanced
hardware, making it less suitable for IoT devices. It also
demands more power and complex equipment, making
IoT less energy-efficient. Moreover, E91 requires sep-
arate quantum channels for entanglement distribution,
complicating integration with traditional networks. As
nodes increase, entanglement distribution becomes more
complicated, making it less scalable for large IoT in-
stallations. Despite its theoretical soundness, E91 is less
developed for deployment and commercialization.

BB84 is a QKD protocol that uses single-photon
sources or attenuated lasers, polarization or phase mod-
ulation methods. It is ideal for battery-powered IoT
devices and can interface with existing communication
infrastructure like fiber-optic networks. It is scalable for
big IoT networks as it doesn’t require entanglement
dispersion over different nodes, allowing each pair of
devices to establish a key individually. This makes it
ideal for hybrid quantum-classical systems in IoT net-
works [[17] [[18]. BB84 is preferred in IoT environments
due to its simpler hardware, lower power consumption,
scalability, and maturity, while E91 offers security ad-
vantages but is less practical for resource-constrained
IoT devices due to its reliance on entanglement.

Implementing post-quantum cryptography and quan-
tum key distribution into IoT devices is complex. Usu-
ally, IoT devices have restricted hardware and computa-
tional power. Therefore, from different quantum key dis-
tribution protocols, the BB84 protocol is more suited for
implementation by IoT devices because of (1) its sim-
plicity of quantum hardware, such as substituting low-
cost and low-power elements, such as attenuated lasers,
instead of single-photon sources. (2) The combination
of classical and quantum communication channels helps
IoT devices to be part of the quantum key distribution
protocol [19].

C. IoT Security Challenges

The rapid expansion of IoT devices has introduced
new security challenges due to their constrained pro-
cessing capacity, connectivity, and resources. IoT de-
vices are engineered to handle interactions among bil-
lions of items, including humans and virtual entities.
However, ensuring the security of IoT devices is a



complex task [20]. Security and privacy are critical
concerns when utilizing IoT devices for communicating
sensitive information, especially as users increasingly
store, transfer, and receive personal data [21], [22].
Many IoT-specific security concerns, such as device
tampering, data breaches, and denial-of-service attacks,
highlight the importance of lightweight, efficient, and
scalable cryptographic solutions targeted to the IoT
ecosystem [23]].

D. Quantum Cryptography for loT Security

Recent research has explored the potential of quantum
computing to enhance IoT device security, particularly
focusing on key generation and distribution [2] [4].
In [24], the authors emphasize the necessity of safe-
guarding IoT systems against quantum computer attacks
and propose a solution to mitigate vulnerabilities through
secure communication assurance. In [19]], the authors
investigate quantum-safe key distribution techniques for
cloud and Internet of Things networks. The complexity
of quantum-safe cryptographic techniques, their adapt-
ability to cloud and IoT paradigms, and their potential to
defend against emerging quantum threats are all exam-
ined. Quantum-assisted key generation offers a viable
solution for securing IoT communication in the post-
quantum era by harnessing quantum randomness and
employing quantum-resistant cryptographic primitives
like multivariate polynomial-based schemes or lattice-
based encryption [25].

III. PROTOCOL SCHEME DESCRIPTION

This section presents a general overview of our
scheme as depicted in Fig. [I] The IoT device A requests
a post-quantum cryptography key from a third-party
system T, which serves as the post-quantum public
key provider and possesses both quantum and classical
computing capabilities. While T can execute quantum
and classical computational tasks, A lacks full quantum
capabilities and can only measure the received quantum
qubits and perform classical operations from the mea-
surements.

In addition to A and T, there is an outsider device E
referred to as Eve, which possesses the same computa-
tional capabilities as T. This means that E can perform
any quantum operation feasible. Both T and A are not
aware of the presence of E. All systems, T, A, and E,
have access to both quantum and classical communica-
tion channels. However, communication between T and
A over a classical channel is authenticated. Throughout
the paper, we will denote the devices T, A, and E as the
third-party quantum device, Alice and Eve, respectively.

Devices T and A adhere to the following process to
generate a one-time secret key for securely distributing
post-quantum cryptography keys generated by T. This
protocol, initially introduced and verified in [26], has
been adapted for our scheme as outlined below:

Step 1: The sender, third party quantum computer(
T in the case) prepares qubits

Eve System (E)
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Fig. 1. System Architecture: The directions of the arrows indicate the
direction of the communication flow in the channels.

1) The third-party randomly selects a bit b; € {0,1}
for each ¢ € {1,...,n}.

2) The third-party randomly selects a basis B; €
{+7X}’ where: + = {‘0>7|1>}7 X = {|+>7|_>}

3) The third-party prepares a qubit ¢; in the state

|biBi>:

0) ifb; =0 and B; =+,
big) = 1) ifb;=1 and B; =+,
BTV 4 ifb; =0 and B; = x,

— 1fb1=1 and Bi=><.

|—)

4) The third party sends each qubit g; to the receiver,
Alice in our case here, over the quantum channel.

Step 2: The receiver Alice, the IoT device (A in this
case) measures qubits

1) Alice randomly selects a basis B, € {+, x} for
eachi € {1,...,n}.

2) Alice measures each received qubit ¢; in the basis
B! and records the result b;:

b’i = {O
1

Step 3: Basis comparison

if measurement result is |0) or |[+),

if measurement result is |1) or |—).

1) The third party and Alice publicly compare their
bases B; and Bj.

2) They keep the bits b; = b, where B, = B/ and
discard the others.

Step 4: Error rate estimation

1) The third party and Alice reveal a random subset of
their remaining bits and compare them to estimate
the Quantum Bit Error Rate (QBER):

number of mismatched bits

QBER = -
total number of compared bits
2) If QBER is below a predefined threshold, they
proceed to the next step. Otherwise, they abort the
protocol.

Step 5: Key generation

1) The third party and Alice apply error correction and
privacy amplification to the remaining bits.

2) The final shared secret key K is formed from the
corrected bits.



Algorithm 1: One Time Secret Key generation.

Data: ¥, ® and 2n
Result: £

1 OneTimeKeygeneration (¥, ® and 2n)
2 while £ < 2n do

3| W on)|oz) - |azn)

4 | @ |B1)IB2) - |B2n)

5 K+—U¥o

6 end

At the end of this exchange, the two systems involved
in this process will be able to share a secret private key
that the third party T can use to send the post-quantum
public and private key P and S respectively securely.

Algorithm |l| below provides a clear perspective on
generating the secret key in our proposed scheme. In
our scheme, we see that to generate the secret key of a
particular size (n for example), the third-party quantum
key distribution must prepare and send a minimum of
2n qubits states p®2" = 3" 1) @ |22) @ -+ @ |T2n).

IV. TECHNICAL IMPLEMENTATION

This section delineates the technical implementation
of the scheme and offers mathematical proof of its
security. The notation on Table [l provides an overview
of the variables and notations used in the paper.

A. Objective

The primary objective of our approach is to generate
post-quantum public and private keys for IoT devices
with limited computational power and securely transmit
these parameters (public key P and private key S) to the
intended IoT device. In our scheme, three systems are
defined. The first system is the resource-constrained IoT
device that requests post-quantum cryptography keys,
denoted as A throughout the paper. The second system,
T, represents the quantum computer and serves as a
third-party key distribution system. The third system, E,
represents the attack system, commonly referred to as
Eve, which could also function as a quantum computer
certificate authority.

B. Security Proof

Throughout our scheme and the rest of this paper, we
assume that both T and A have access to both classical
and quantum channels. However, only the classical chan-
nel is authenticated. This means that Eve can only listen
to communication on this channel. She cannot change or
modify any information passing in the classical channel.
Eve’s goal is to gain information about the key being
exchanged between T and A. The most general way
to perform this is by using an ancilla attack in which
an ancilla state is attached to the quantum system’s (T)
qubits and performs the measurements on them to access
information he/she wants.

Let |14 ) be a qubit prepared by T and |+¢g) an ancilla
state prepared by E with [¢;) = |0), |1), |[+) or |—) (¢
= A, E). The attack process is as follows:

TABLE I
NOTATIONS
Type of | Notation Description
Notation
A IoT device named Alice
T The party, quantum key distribution
system
General E The at_tz}gking system with quantum
capabilities
QBER Quantum error generated by Pauli
gates
F Fidelity of the state
CRYSTALS kyber’s or McEliece’s
Public key to be transmitted.
S CRYSTALS kyber’s or McEliece’s
Private key to be transmitted
K One time Secret Key to be gener-
ated
t,e, s, A CRYSTALS Kyber encryption in-
put parameters
t,S,G,P McEliece encryption input param-
eters
PA State of the system A
State of system E
States pe Y
oT State of system T
PTA Bipartite state of systems T and A
H(R|A) Conditional entropy between R and
A
Tr() The trace function
H() The Quantum entropy function
Functions H(RA) Joint entropy between R and A
h() Binary entropy function
Pr r.a() Joint probability distribution for T
and A.
H(T: E) Mutual information between sys-
tem T and system E

o E applies the unitary transformation U to both |4 )
and |¢g) and create an entangled state |14p) such
that Ulpa)|va) = Yas)

o After that E applies the measurements to the ancilla
state |¢g).

However, because [E has to randomly select a
measurement basis, this will cause a disturbance or
errors. This is because of the no-cloning theorem and
the properties of quantum mechanics.

We chose the worst-case scenario to demonstrate the
security of our scheme. If the scheme remains secure in
a worst-case scenario, it will also be secure in any other
scenario. In this worst-case scenario, we assume that the
malicious device E, referred to as Eve, possesses quan-
tum computational capabilities and is the one generating
the states (qubits) prag for both the third party T and
Alice A. It then sends those qubits to the third party T
and to Alice A as shown in Fig. 2] illustration. While in
practice, T and A would not typically grant such power
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Fig. 2. System Architecture in the worst-case scenario: The directions
of the arrows indicate the direction of the communication flow in the
channels

to malicious devices like [E (Eve), our scheme assumes
this worst-case scenario for security analysis.

Demonstrating security in this scenario improves con-
fidence, as it implies even greater security when T sends
states to A and E tries to implement the man-in-the-
middle attack to intercept information over the quantum
channel.

Lemma 1: Let A be a quantum system in the state py
(pa € B(Ha)). Then, the quantum entropy H(A) of the

state pa is defined as:
H(A) = —Tr(ps log(pa)) M

If the spectral decomposition of pa = > A, (¥;]¥;),
then the quantum entropy is a function of the eigenvalues
)\jl

H(A) = = A log(X)) @

Theorem 1: For any density operator, pragp €
B(Hr ®Ha®Hg), H(R|A) + H(S|A) > log(), where
¢ = max;y |¥;|Pk|? and |V),|P) are eigenvectors
of the states R and S, respectively. Here, H(R|A)
and H(RA) are the conditional and joint entropy,
respectively, between R and A. Similarly, H(R|S) and
H(RS) are defined.

Proof: We know that:
H(R|A) = H(RA) — H(A). 3)

Therefore,
H(RA) + H(SA) > log(%) + H(TA) + H(A). @
Finally, we get
H([E) + H(S|A) > log(). )

We aim to establish the security of the one-time
secret key K, which is obtained by both the third-party
quantum computer T and the IoT device A after the
protocol and defined as:

K > H(R|E) — H(R|A) ©

From (6), we have:
K > log(%) — H(R|A) — H(S|A) 0)

We must show that Eve has no information about the
one-time secret key. Let us consider the probability for
the computational bases T and A for the third party and
the Alice, respectively. 1) If Pr[T # A] > 0, the third
party and the Alice will detect a specific error quantity
and abort. 2) If Pr[T = A] = 1, the third party and the
Alice will generate the one-time secret key.

Let say that Pr[T # A] = ¢ with § = 0. Now, we
have to bound H(T|A) in term of 6. We know that

H(T|A) = H(T, A) — H(A) < H(T, A) ®

To find the bound of the joint entropy H(T, A) of T
and A, the joint probability distribution of T and A is
needed and it can be defined as:

5 if
BT A = { 1-4 if

From the previous relation, we can conclude that:

T#A
T:A} ®

H(T,A) = —dlogé — (1 — §)log(1l — &) = h(9) (10)

Here, h(¢) is the binary entropy between T and A.

We want to show that Eve possesses minimal informa-
tion about the one-time secret key. This is achieved by
minimizing the mutual information H(T : E) between
the third party T and Eve E. A smaller value of this
quantity indicates that Eve has less information about
the one-time secret key.

Theorem 2: For a bipartite state pry € B(HT®%H,) with
marginal state py = Tra(pra) and pa = Trr(pra), We
have:

H(T : A) = D(prallpr ® pa)- (1n

where D(pral|pr ® pa) is the relative entropy between
states pr and py respectively.

Proof: Let It and Iy be the identities of states
pr and pa respectively. Then we have:

Tr(pra log(pr ® pa))

= Tr(pra(log(pr) @ In + It ® log(pr ® pa)))
= Trr(prlog(pr)) + Tra(palog(pa))

= —H(T) — H(A)

12)

Therefore, the relative information is

D(prallpr ® pa) = Tr(pra log(pra))
— Tr(pralog(pr ® pa))
= — H(TA) + H(T) + H(A)
=H(T:A)

13)

This proves that D(prg|lpr ® pg) = H(T:E) <
H(T,E). In other words, the relative quantum entropy
and the mutual information between the third party and
Eve are the same and upper bounded by h(d).

If § — 0. then h(6) — 0. Therefore, prr = pr ® pE.
We can conclude that Eve’s system is correlated with
the third party’s quantum computer system.

V. CASE STUDY

Here, we show the practical implementation of both
using the novel CRYSTALS Kyber post-quantum cryp-
tography Key Encapsulation Mechanism (KEM) and
McEliece.

Our scheme in a post-quantum key generation takes
two steps: The Keys generation and the encryption using
the one-time secret key K on the third-party quantum
computer (T) side and decryption on the IoT device side
A using the same secret key K. For the algorithms 2] 3]
[ and[5] C; to Cg and, C; to Cy represent ciphertexts
generated from the encryption of CRYSTALS Kyber and
McEliece parameters respectively.



Algorithm 2: Encryption for Kyber.

Algorithm 4: Encryption Scheme for McEliece

Data: t,e,s, A and K
Result: C1,C2,C3
1 Function KyberParamDecription (t,e,s, A):
2 t«+ As+e
3 while K > log(%) — H(R|A) — H(S|A) do
4 t < Encrypt(C1, K)
5 s < Encrypt(C2, K)
6 e < Encrypt(Cgs, K)
7 end
$ return

Algorithm 3: Dencryption for Kyber.
Data: C,,C2,Cg3 and K
Result: t,e,s and A
1 Function KyberParamEncription (t,e,s,A):
2 t< As+e
3 while K > log(%) — H(R|A) — H(S|A) do
4 C;1 < Decrypt(t, K)
5 C2 < Decrypt(s, K)
6
7
8

C3 < Decrypt(e, K)
end
return

A. CRYSTALS Kyber

Kyber’s security relies on the complexity of solving
specific lattice problems, which remain computationally
challenging even for quantum computers [27].

Key Generation: The system relies on the module
learning with errors (M-LWE) problem alongside cy-
clotomic rings. In the Kyber cryptographic algorithm,
the private key consists of polynomials of degree n,
typically denoted as s. These polynomials are generated
with random coefficients that are small in magnitude.

The implementation details are provided in Algo-
rithms [2] and B

B. McEliece

McEliece key generation is a public key created by
encoding a message with a systematic linear code. In
contrast, the private key includes the code’s generator
matrix, a permutation matrix, and a random invert-
ible matrix [28]]. The system’s security hinges on the
difficulty of decoding random linear codes, which is
expected to withstand attacks, even with the emergence
of quantum computers.

Key Generation: The key generation process involves

several steps: selecting a binary (n,k)-linear code C,
capable of efficiently correcting up to ¢ errors, such as
binary Goppa codes; choosing the generator matrix G
for C; randomly selecting a binary non-singular matrix
S of size (n X k) and a permutation matrix P of size
(n x n); and finally computing G = S x G x P.
The computation of G is just the start; as the IoT device
must also compute S™!,G~! and P~! the inverse of
S, G and P respectively to ensure proper description of
messages. Algorithms 4] and [5] show how our proposed
approach is implemented.

VI. EVALUATION

This section discusses the evaluation and outcomes
of our investigation into the feasibility of implementing

Data: t,S, G, P and K
Result: Cl, Cg, 03, C4, C5, Ce, and C7

1 Function McElieceParmEncription (t,S, G, P,
K):
G < SGP,t
S™! « I'mverse(S)
G~! « Inverse(G)
P! < Inverse(P)
while K > log(1) — H(R|A) — H(S|A) do
Cy Encrypt(G, K)
Cz < Encrypt(S™*,K)
C3s + Encrypt(G~!, K)
C4 < Encrypt(P™1,K)

D-TEE-REN B Y R ]

[
<

11 end
12 return

Algorithm 5: Decryption Scheme for McEliece.
Data: C1,C2,C3,C4,C5,Cg,C7, and K
Result: G, t,S,G,P,S™ ', G tand P!
1 Function
McElieceParamDecription (&G,S$7',t,S,G,P,
2 GTL P
3 while K > log(%) — H(R|A) — H(S|A) do
4 C:Lt < Decrypt(C1, K)
5 S~ « Decrypt(Cz, K)
6
7
8
9

G ! « Decrypt(Cs, K)
P! « Decrypt(Cq, K)
P + Decrypt(Cs, K)
S < Decrypt(Ce, K)

10 G < Decrypt(C7,K)
11 end
12_return

our proposed framework. We assessed the framework
under a worst-case scenario, where the attacker (Eve)
distributes the key to both the third party T and Alice
A, as detailed in Section Multiple implementations
were conducted on the IBM Qiskit platform, leveraging
quantum computers.

In our evaluation, we answer the following research
questions:

1) RQ 1: What set of conditions must the system meet
to minimize errors in the transition?

2) RQ 2: What happens when Eve intercepts the
transmitted qubits from the third-party quantum
computer?

3) RQ 3: Does the Key generation follow any spe-
cific distribution? Can Eve predict the bit streams
generated by the third party?

4) RQ 4: What impact will Eve have if she captures
only a portion of the qubits prepared by the third-
party quantum computer? For any key size, what
is the maximum number of qubits Eve can modify
and remain undetected by both the sender and the
receiver?

A. Transmission Error and Fidelity
The Fidelity and the Quantum Bit Error Rate (QBER)

depend deeply on the number of quantum gates used
per qubit to prepare the quantum states. This is because



TABLE II
QUANTUM KEY S1ZE COMPARISON
Number Eve’s Number of | Probability Key Size
q-bits (n) Knowledge Trials Counts (bits)
n=16 Eve not Present 1024 1865 8+ 1
Eve present 1024 2197 4+1
n=28 Eve not present 1024 1641 14 +1
Eve Present 1024 .1660 71
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Fig. 3. Probability count comparison when generating the one-time
secret key (a) without the presence of Eve and (b) with the presence
of Eve(right).

TABLE III
QUANTUM STATES PREPARATION WITH CORRESPONDING GATE
OPERATIONS
Quantum States | Gate Types | Operations Qubit Created
|0) - - 10)
[1) X X |0) D
[+) H H |0) —» (10 +11)
B) X H HX[0) | =10y — 1))
Fidelity/QBER vs. Number of Gates per Qubit Fidelity/QBER vs. Number of Qubits
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Fig. 4. Fidelity VS QBER (left) and Careful Selection of Qubits
preparation and Gates Operations (right).

every gate introduces errors in the quantum state. For
instance, a single-qubit gate fidelity is 99.9% on aver-
age while two-qubit gate fidelity is 98.9% on average,
respectively [29]. Table [T shows the quantum states
used to prepare the qubits created for the BB84 protocol
and the number of quantum gates used to prepare each
qubit. Our Research shows that we can increase the
Fidelity and keep the QBER at nearly the same level
by carefully choosing whether to use some quantum
gate while preparing the qubits. This experiment was
conducted for 100 qubits, and the results are shown in
Fig. @

B. Key Bit Distribution

The distribution is influenced by factors such as the
number of qubits used for key generation, the random-
ness of T and A’s basis selections, and the presence or
absence of E. In an ideal environment without [E, the
distribution of key bit strings is uniform, ensuring each
potential bit string has an equal likelihood of occurrence,
as depicted in Fig[3]
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Fig. 5. Distribution comparison when generating the one-time secret
key (right) without the presence of Eve and (left) with the presence
of Eve.
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Fig. 6. Qubit interception comparison when generating the one-time
secret key (left) without the presence of Eve and (right) with the
presence of Eve.

C. All Qubits Intercepted

We utilized our framework to generate various key
sizes on IBM Qiskit based on the number of qubits
prepared. There will be a significant reduction in key
size due to Eve’s control over the quantum channel. With
Eve’s full access, the key size will be reduced to 7 & 1.

D. Partial Interception

Eve aims to eavesdrop on the quantum communica-
tion between the third party and Alice by intercepting
and measuring the transmitted qubits. Fig. [] shows (on
the left) the detection probability based on the number
of qubits sent between the third party and Alice. Addi-
tionally, we found that as the third party generates more
qubits, Eve can modify more qubits while remaining
undetected (on the right) of Fig. [6]

E. Mutual Information Between the Parties

Let us consider the case in which E causes some
disturbance or errors in the qubits sent by T. Therefore,
we have the following:

Ulo) [ve) = [¥o)[¥e) (1)

Ulyn)lve) = |¥1)1Pe-) (2)
where |¢o), |¢1) represent the qubits prepared by T
and |1)g) an ancilla state prepared by E. [4()[¢r) and
|y}~ ) the results after E applies the the unitary
transformation on |ig) and [i1) respectively.

The scalar product of the left sides and right sides of
both (1) and (2) gives us the following.

(tolvr) (WelYE) = (olvr) (Ve |vEn)

Here, |¢g/) and |¢g~) should should be distinguishable.
This case, (¢p/|¢r/) must be very small enough for T
and A not to detect the presence of E. Furthermore, the
more distinguishable |¢g~) and |/ ) are, the more in-
formation [E will get after applying the unitary operation
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showing the QBER threshold
U. Finally, if |1g~) and |1g~) decrease, |1)g), |11) has

to increase.

Maintaining H(T : A), high while maintaining H(T :
E) and H(A : E) low is the the main objective of the
BB84 protocol. To keep Eve (E) from learning too much,
the third-party quantum computer(T) and Alice, the IoT
device (A), need to abort the protocol if QBER(Quantum
Error Rate) rises over the level(threshold) of around 11%
as it is shown in Fig. [7}

VII. CONCLUSION

This paper presents a system that leverages quantum
information security using a quantum computer. Our
framework utilizes the third-party quantum computer as
the post-quantum key distribution system to help low-
resource [oT devices generate post-quantum cryptogra-
phy key parameters. Implementing this scheme could
help IoT devices maintain the same security standard
and efficiently achieve the computation works required
by many of the post-quantum cryptography fundamental
encapsulation mechanisms.
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