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Abstract—Compromised power electronics, due to firmware
attacks and hardware Trojans, in a flight computer can jeop-
ardize the safety and security of an Unmanned Aerial Vehicle
(UAV). They can maliciously alter sensor measurements or
control commands to make a UAV to take disastrous moves.
Unfortunately, most of these attacks are difficult to detect
before deploying components in the system. Therefore, detect-
ing compromised behavior run-time is important, while it is
challenging at the same time. In this work, we propose to build
machine learning-based intrusion detection systems (IDSs)
to be deployed at the power electronics/microcontroller level
such that it can deal with malicious data/control commands
initiated due to hardware attacks.

Index Terms—Unmanned aerial vehicles; hardware attacks;
power electronics; intrusion detection; machine learning.

I. Introduction

Unmanned Aerial Vehicles (UAVs) or drones are increas-
ingly being used for remote surveillance as well as data
collection. They are successfully used in scenarios where
it is highly dangerous, as well as monotonous for human
observers, or in some cases, excessively costly. For exam-
ple, UAVs play an important role in security and safety-
critical applications, such as surveillance of (or collecting
data at) sensitive points in industrial networks, nuclear
systems, transportation, and international borders [1]-[5].
They can also be used in UAV-assisted wireless sensor
networks to collect data directly from sensor nodes [6]. To
complete the assigned tasks, a UAV needs to collect and
process sensitive data. However, malicious modification of
such data and the controller’s operation can jeopardize
the safety and security of the UAV.

Many real attacks on UAVs have been reported. The
video feeds from fixed-wing UAVs were intercepted by
launching attacks by Iran on American drones in Decem-
ber 2009, which was identified later when U.S. military
personnel in Iraq found the video feeds on the apprehended
militant’s laptop [7]. Another attack incident was reported
later in 2012, where a fixed-wing UAV was suspected to be
captured by Iran [8], [9]. In May 2012, a GPS jamming at-
tack was suspected to be executed on a UAV that caused it
to crash on the ground control van killing an engineer and
injuring two others during testing [10]. Similar to firmware,
a hardware Trojan can also manipulate the operation of
a controller. For example, a hardware Trojan in a pulse-

width modulation (PWM) controller can manipulate the
operation and help the attacker take control of the UAV.

Given the growing number of hardware and firmware
based attacks on UAVs, securing them against malicious
activities are of utmost importance. Otherwise, malfunc-
tioning of mission- and safety-critical applications can
cause serious injury and damage at various levels.

In this paper, we briefly discuss the role of firmware
and hardware Trojan based attacks that mainly manip-
ulate or change data/command maliciously. We also de-
velop machine-learning-based intrusion detection systems
(IDSs) at the power electronics/microcontorller level to
prevent UAV system from the consequences of firmware-
based or hardware Trojan based attacks. The study is
limited into a preliminary discussion about the approach
and corresponding implementation challenges.

This paper is organized as follows. Section II overviews
the flight controller components of a UAV. Section III
briefly discusses hardware Trojan and firmware-based
attacks that can be used to jeopardize the safety and
security of the UAV system. In the following section,
intrusion detection-based countermeasures against mali-
cious modification of data/command is proposed, which
is followed by the conclusion.

IT. Flight Controller Overview

There are different firmware programs that contain
necessary tools for controlling different types of UAVs.
PX4 is a popular open flight-control software for drones
and other UAVs [11] that includes drivers for different
types of sensors, sensor fusion algorithms, feedback control
algorithms, data-logging and communication applications,
generation of control signal for different actuators (i.e.,
power electronic circuits for motors), and predefined
operation state machines. The PX4 firmware runs on a
properly configured operating system (e.g., Nuttx [12])
installed on a supported hardware environment — a flight
computer (e.g., PixHawk [13]). Fig. 1 shows the workflow
structure of a flight controller.

The controller gets inputs from various sensors,
e.g., magnetometer, accelerometer, gyroscope, barometer,
GPS, etc., most of which are on-board. These measure-
ments can pass through an Extended Kalman Filter [14]
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Fig. 1. A typical workflow structure of the flight controller (PX4 firmware) on a UAV /drone hardware.

to reliably estimate different input parameters for a series
of control submodules, namely position control, speed
control, orientation control, and angular rates control.
The control structure also takes remote pilot/orientation
commands as well as trajectory paths (waypoints) as
inputs. The angular rate control submodule finally sends
the control commands to the inverters at the multi-copter
motors as pulse width modulation (PWM) signals. Note
that PWM does not stand here for inverter switch gate
driver signals but a low-frequency reference signal for the
inverter to track.

In the PX4, a group of applications performs specific
tasks for allowing a vehicle to operate, and different parts
of the board work together using the publisher-subscriber
protocol. As part of the initialization code of the publisher
application, the application needs to register itself as the
publisher of a specific message. Applications that require
the information provided by a message, register themselves
as subscribers of that message.

III. Potential Attacks on a UAV Flight Controller

Various potential attacks can be used to take control of
a flight controller. Below, we have summarized a few of
the potential attacks.

A. False Data Injections to Sensor Data

The data generated from the sensors are used for the
flight control system to analyze and generate control
commands. However, an attacker can inject faults in the
sensor data to cause erroneous commands and undesirable
consequences. Theses faults can be injected in (i) one or
(ii) multiple sensors/measurements (e.g., magnetometer,
accelerometer, gyroscope, barometer, GPS, etc.). False
injection can be categorized into two major types: (i)

random injection where the attackers aim at injecting
false data randomly and (ii) stealthy injection. The idea
of stealthy injection is to keep a measurement change
harmonious with other measurements.

To understand the potential impacts of the attacks
on the system, we must have the understanding of the
following points: (i) the list of data items (measurements)
that can be falsified; (ii) the control routines that use the
data, where one routine often needs multiple sensor mea-
surements while multiple routines use the measurements
from the same sensor ; and (iii) algorithms or logic of
control routines.

B. Firmware Attacks

Malicious attackers can insert malware in the system’s
firmware in order to steal sensitive information or take
control of the whole controller. There are different types
of potential firmware attacks, including the following;:

Maliciously crafted input: In this method, an attacker
might use buffer overflows to inject malware.
Elevation of privilege: An attacker circumvents se-
curity functions through System Management Mode
(SMM) code injection.

Data tampering: An attacker modifies UEFI variables
(SecureBoot, Configuration, etc.).

Unauthorized access to sensitive data: Disclosure of
System Management Random Access Memory (SM-
RAM) contents.

Information disclosure: SMM rooted malware;
crets” left in memory.

Denial of Service: Serial peripheral interface (SPI)
flash corruption to “brick” the system.
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Fig. 2. PWM generation circuit and potential Trojans.

C. Hardware Trojans

In the modern semiconductor supply chain, a hardware
Trojan can be inserted by an untrusted party [?], [15], [16].
These Trojans are capable of leaking sensitive information,
disabling key portions of the IC, self-destructing the
chip, or hindering performance [?]. PWM is a digital
signal which is used in UAV control circuitry. The PWM
generated signal remains high for a certain amount of time,
which is known as on-time. On the other hand, the time
period when the signal remains low is known as off time.
The on-time and off-time of a signal control the speed of
a motor. However, the on-time and off-time of a PWM
signal can be maliciously modified by an attacker in the
untrusted supply chain to result in undesired behavior
when the Trojan inserted PWM generator is deployed in
an electronic system. Different components of the PWM
generator can be targeted to insert a hardware Trojan.
Fig. 2 shows a simplified PWM generator circuit, where
resistors R4 and Rp and capacitor C; are tuned to change
on- and off-time of a PWM signal. An attacker can design a
Trojan trigger that monitors various signals and /or a series
of events in the circuit/system (not shown in Fig. 2). Once
the trigger detects an expected event or condition, the
payload (shown in Fig. 2) is activated to perform malicious
behavior. When Trojan activated, R 4 will deviate from the
expected R4 to cause unexpected behavior.

IV. UAV Power Electronics Defense

In this paper, we propose to develop intrusion detec-
tion systems (IDSs) to detect tampered data/commands
to/from power electronics. These data are usually input or
output of different components (sensors, microcontrollers,
and actuators) of the device control system. We propose
IDSs to be deployed in three layers (Fig. 3): (i) at the
controller level (e.g., the flight computer), (ii) on the
communication channel between the controller and the
inverters, and (iii) at the individual inverter level.
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Fig. 3. The deployment of IDSs on the UAV hardware.
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A. Learning with Normal Data

One of the purposes of pulse width modulation (PWM)
in the electrical system is to control the speed of the
motors. The ON and OFF time of the signal is modulated
to control the average value of the signal. The on-time
contains the information of the commanded speed to the
motor, and the mapping between the on-time and the
desired speed of the motor is usually linear. We will train
the model based on the normal data with respect to PWM
signals, collected in the following three categories.

« Relationship among different PWM signals: There
are often several inverters that control speed/torque
of electric motors on the system. The data set will
consider the PWM signals from the output driver
of the flight controller to various inverters, and the
relationship between them will be learned.

« Relationship among the consecutive PWM signals:
The data set will consider multiple consecutive PWM
signals. The relationship between these consecutive
PWM signals will be learned.

e Valid PWM signals to an individual inverter: The
data set will consider subsequent PWM signals to an
inverter to learn the expected signal patterns.

Learning based on the sensor data will follow a similar
learning pattern as that of PWM signals.

B. Proposed Learning Idea with Attack Data

Along with the normal data, we will use the attack data
to train the model. The attack data sets will be collected
in the following directions:

o Learning the dissimilarity among different PWM sig-
nals: One or some PWM signals can be corrupted (i.e.,
false data injection) due to the hardware trojan (e.g.,
deployed at the output drive) or the compromised
firmware. The data set of corrupted PWM signals to
various inverters will be used to learn attack features.

o Dissimilarity based on the consecutive PWM signals:
The data set will consider multiple consecutive PWM



signals, which includes the normal signals and the at-
tack signals. The transition between normal to attack
signal and the relationship between consecutive PWM
corrupted signals will be learned.

o Learning dissimilarity based on the PWM signals to
an individual inverter: The data set will consider
consecutive PWM signals to an inverter. This data
will be used to learn the expected values of the signal.

C. Proposed Learning Approach

The developed IDSs in this task will classify the received
sensor data to the flight computers as well as the PWM
signals sent to the inverters as normal or malicious. We
consider three types of IDSs in our task.

1) Attack Detection at the Controller: For anomaly
detection in the controller, we consider an IDS that can
classify a control decision. We train our learning model
using a two-class support vector machine (SVM) based
machine learning model. It is worth mentioning why we
prefer two-class SVM over one-class. The latter kind of
machine learning models can be used to detect anomaly
using positive data only by drawing a non-linear boundary
around the positive data samples, which would eliminate
the necessity of attack data in our training dataset. How-
ever, the hyperparameters need to be tuned to perfectly
fit the positive data samples. A wrong estimation of this
value raises the risk of overfitting or underfitting the
model, compared to the two-class SVM model. Having
attack data samples, although they will be much smaller in
number compared to the normal ones, will help us reduce
potential false alarms. Our dataset will include sensor
measurements (magnetometer, accelerometer, gyroscope,
barometer, GPS, etc.) and corresponding control decision
(duty cycle for each motor) as features for both normal
and attack cases, and check for an anomaly.

SVM Modeling. Let us assume that S is the set of
sensor measurements and D is a set of duty cycles for
operating and controlling motor speed. Depending on
these values, our model assigns a label to the data to
be either normal or attack data. Our two-class SVM
model attempts to differentiate between two classes in
the dataset by drawing a hyperplane with the intent to
maximally divide both classes. The model can fit optimal
decision boundary to separate both linear and nonlinear
data. Initially, the system will be trained using both the
normal and attack data sets X (N U A). Afterward, the
IDS will be deployed to verify real-time sensor data/PWM
signals, and based on the trained SVM model it will detect
whether the received data is representing an attack or
not. Two-class classifier is inspired by the SVM classifier
[17], [18]. Two-class classification problem finds a hyper-
plane that can separate the desired fraction of one type
of training patterns from another type. SVM maps the
input data to the feature dimension based on the kernel
function.

Implementing SVM model. We will train the two-class
SVM model offline for getting model parameters. After
acquiring model parameters, we will use that model to
build our IDS in the controller level for finding any
abnormality produced by the discrepancy in the sensor
measurements, or controller decision. The dataset consid-
ered in our case is most likely to be nonlinear. We will
consider kernel SVM (e.g., Gaussian, polynomial, Sigmoid,
or computable kernel) that attempts to linearly separate
the non-homogeneous data points by projecting the data
into high dimensional feature space.

2) Attack Detection at the PWM Converter: Due to
some on-board malware or hardware Trojan, the gener-
ated control decision can be compromised before getting
converted into the converter’s PWM signal. Hence, we
consider another IDS in the converter for boosting the
security of the system. We think of an IDS to be implanted
in the converter that undertakes a couple of techniques
for figuring abnormality in the system. Before applying
anomaly detection, we will preprocess the PWM converted
signal using digital signal processing (DSP) and recover
our duty cycle information. If there is any inconsistency
of this information compared to the controller generated
decision information, our proposed IDS will issue an alarm.
Again, to add security in this IDS, we will utilize an SVM-
based novelty detection technique.

3) Attack Detection at ESCs: The Control center
generates PWM signals for each of the motors connected
through the ESC. The PWM signals are transmitted
through the communication lines between the control
center and the ESCs. The ESCs trigger the inverter using
the PWM signal to run the motors at the desired speed.
However, as discussed earlier, the ESCs themselves can be
compromised with a hardware Trojan. Trojan’s target is to
generate an abnormal output at the inverter, which may
cause unexpected speed in the motors. Thus, a lightweight
rule-based IDS will be installed in each ESC that will
compare received PWM signals and the corresponding
inverters’ outputs. Voltage and current sensors are used
to measure the output of the inverter. After processing
both the signals coming to the ESC and generated by the
inverter, the duty cycle of the signals will be calculated.
An IDS rule will verify the equality of these two duty
cycles for being normal.

V. Conclusion

This study focuses on investigating security of the
flight controller-based power electronics in UAVs. We
briefly discussed the potential firmware and hardware-
based attacks at the UAV power electronics. We presented
the idea of building IDSs to defend the flight control
system against such on-board attacks. The proposed
approach will apply appropriate techniques to build IDSs
at three levels of the control and actuation path, starting
from the flight controller down to the actuators. The



proposed detection techniques include sophisticated ML-
based anomaly detection as well as simple rule-based
matching depending on the computing capability at dif-
ferent layers. Our future work will include collecting the
PWM data and corresponding control commands for UAV
power electronics and training/building the IDSs.
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